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BE CAREFUL WHAT YOU SHARE

Fraudsters use many different sources to
collect information, before they try to scam
you. Whenever you share online consider

what a fraudster could do with it.
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PRASSWORDOS

Passwords are the key to the kingdom, so
don't use the same credentials for different

\
@ 4 online accounts. If one gets hacked, it

‘i makes it easy for fraudsters to try other

(‘ accounts. Make up a unique password by
/ﬂ“‘ ””/A\gf using the three random words technique. /
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IT'S TOO GOOD TO BE TRUE

No - you have not won that iPhone, and you
were not the 1 millionth visitor.
Do not believe the adverts and offers as they
are backed by fraudsters after your
information, and possibly your identity.
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Look out for red flags:
Does the email suggest urgency?
Does the sender address look dubious?
Is there an attachment you are not expecting?
Where does the link go to?
How is the spelling and grammar?
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CHECK YJOUR EMAIL HERE:

https://haveibeenpwned.com/
enter your email, to see which of your online
accounts have been compromised. Then go \

change your password on that account and ask & \

\ yourself where else you used that password! e\ A L\ N ”’h
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TAKE THE QUIZ
https://quiz.takefive-stopfraud.org.uk_

A simple check on what you should and should
not be responding to online and in text messages.
TRY IT & see if you are too smart to be scammed.
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